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Chapter-10  TNTERNET OF THINGS (IOT)

* 1. Introduction JCE_IET_

— IoT stands gon Internet oﬁ an.s.
= ToT s a network oﬁi Phﬁsical devices embedded
with sensons, software and other technologies

to connect and excho.nge data with other

] @ @ @

T or el ob&'ecﬁs to be. zensed ox conbuolled Mobile  Camena. Light Home

nemotelﬁ acH0s6 existing netwonk infna‘shucfwre.

devices and SHstema over the intennet.

2. Components oﬁ ToT

ToT Anchitectwre

1. Devices [ Sensons ~ Collect data from

environment .
i COﬂ?‘lEC.tivitg == 'r"'rransmit data over the ngm&/ Network Cloud / E Appbcaﬁm/
internet. Devices | | (Intemet)| | Pnocessing | User

3. Data Pxoce&aing — Process and analgze.
the data. BB

4. Usen Intenﬁace - Displag data to the
user [ take action.

3. Chanactenistics oﬁ ToT

. Connectivif&

» Enormous Scale
. Inte:ropexabititg

. Safetg
. Secwu'tg & Bu'vacg

. mngzs nelated senvices
. Hefefrogeneitg
. Dgno.mic dmnges

4, Ap_piica.tions of IoT IoT is used

EE N N N N N NN N NN E R R R R YR

« Smant Home * Smant Transportation tn ey plelds

¢ Smant Citg « Smant Ene:rgy Manaﬁemeni‘ tcf make b.ﬁ-’e

» Smaxt Healthcare + Environmental Monitoxing easier, safer and
more eﬁécienf.

« Smant A&:ricultwre.

« Industrial Automation

5. Advantages oﬁ’- ToT

* Remote moru'fam’ng and control

* Improved eﬁ.’ffciencg

+ Real-time data and ana:‘.'gtias

e Cost neduction

« Automation

e Retail & S“PP% Chain
o Weanable Devices

o Better decision making
. Eneﬂgy $av£ng
o Increased Pxoduci‘ivitg

o Enhanced customer experience

©

Remember:
IoT connects
tfu'ngs, data
and Peop!e.
w
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6. Disadvanfa.ge_.sn / Chaﬂenges sﬁ ToT

7. IoT Anchitecture (4 Layer Model)

INTERNET oF THINGS (IOT)
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. Secuﬂifg and lwriva.cg concerns

o Depende.nce on internet connecfivif&

. Compf.e.xifg in device managemen’f

-

High initial cost crg .'lmpﬂemeni‘ation
Data 5f;o¢rage and mmlgsia chaﬂ,enge.s

- Inmopmb;:utg issues Exam Tifﬁ

o Power consumption of devices Abua.g.s write
e lack cﬁ: standaxds in some areas advanta.ge..s and.
o Risk of data loss disadwa.nfa.ges

in Po:lnts :
@)

o Maintenance and ugda.i‘e.s

1. Perception 2. Network 3. PJroce.ssing 4. Application

Layer Layer Layer Layer Flow oﬁ Data in IoT
Senscns [ Devices Transmits data Processes and Provides
collect data to processing > stomes data services to Sensons —> Network —
from environment. unit using using cloud / users Hmough Pr .0 — Application

4 intexnet or Senvens. aﬂplica.fions. ocessmg R
‘& —'@: other networks. l
S A 1)=
er
8. Communication Protocols in IoT

Protocol Type Used For Features
MQTT Measa@ing ToT devices, feiemet'rg Uﬁlvfweight, Publish-Subscribe, Low bandwidth
HTTP/HTTPS | Request-Response | Web based communication | Reliable, Secure (HTTPS) Remember:
CoAP Request-Response | Low power IoT devices | Lightweight, Uses UDP MQTT is most
AMQP Messaging Enterprise applications Reliable messaging protocol P?Puiwr Pno'{:ocof,
XMPP Messaging Real-time communication | Presence, Instant messaging & I:;-'
DDS Middleware IoT, Real-time systems | High performance, Scalable

9i

B:_vpula)r ToT P[a.fl{b:rm

AWS IoT — Amazon Web Services IoT platform.

Micxosoft Azwre ToT — Microsoft cloud based IoT platform.
Google Cloud IoT — Google’s cloud platform for IoT.

IBM Watson IoT — IBM's ToT platform for business solutions.
ThingsBoaxd — Open sowrce IoT platform.

These Piaifo:rm provide
v/ Device manage.ment

v/ Data storage

v/ Data cmalgiics

v Secwra'.tg

v Application development
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10. Sensors in IoT

Sensors are used to sense or measure P}iﬂ.Sf:Cﬂi Parmmfers
frmn the environment and convert them into data.

Remember d:la’fere.nf
sensors and their.

Common Sensors

Sensor Function Used In applications.
1. Temperature Sensor | Measures temperature | Smart Home, Healthcare ©
2 Humidif:g Sensor Measures hunudz.f# A&ria.dﬁu-e, Weather Station
3. Motion Sensor Detects motion [ movement Secuxiég Sy.stem, Automation
4. Light Sensor Measures light intensity | Smart Lighting Key Point
5. Pressure Sensor Measures pressure Industrial, Weather Bty obe ks
6. Gas Sensor Detects harmful gases Industries, Safety eyes el enie
¥ meumf& Sensor Detects nea.rbg objects Automation, Robotics oﬁ Tol.
8. Sound Sensor Detects sound level Security, Monitoring Ae
11. Actuators in IoT

Actuators are used to perform physical actions based Remember:

? on the commands received fm’m the .Sg.stem.. Sensors collect data,
= | Common Actuators Acﬁmﬁorzﬂierform
ac !
; Actuator Function Used In
—9 1. Motor Produces motion Robotics, Automation
7k Rel,a.g Switches ON/OFF devices | Home Automation Exa_mELe,
: 3. Solnaid | Converts clecbrical. aergy | Tustial Autemation Tt ot dibocs
4. Buzzer Produces sound Alarms, Alerts ;uﬁh f:em)ue,mi:.we e
= |5 .00 Produces light Indicators, Displays (etater | e O
= 12. IoT Communication Technologies Lze
= 1. Wi-Fi = Hfgh speed, short range, more power. o Wi-Fi - High speed data
=8 2. Bluetooth (BLE) — Low power, short range. e BLE — Wearables, Health devices
’ 3. ZL&B&& — low power, low data rate. . Z@Bea — Industrial, Home Automation
4. LoRaWAN — Long range, low power. + LoRaWAN —> Smart City, Agricm’mrz
== 5. NB-IoT — Cellular based, wide coverage,, low power. NB-T. T/’LTE M Wide T
-2 6. LTE-M  — Cellulor based, better speed than NB-IoT.| =~ 5 il
- 13. IoT Data Flow
1. Data Collection 2. Data Transmission 3. Data Processi &. Application 5. Action
ik PP
’ L
2 (@) . L
a - @ -y k- @
ﬂ Sensors | Devices Network. Cloud f Edge User Appﬁcaﬁm / Actuator /
) (Wi-Fi / Cellular / Processing Dashboard Control
LoRa / ZigBee)
= Quick Revision:
@ W This fiow makes ToT .sza;.stem com]m'..ete and u.seﬁui BT Fel s L B
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IOT Sfia.nd.s fb‘r Infe.rnef
| ToT connects ,’phﬂ.sical devices th
| Sensors collect data from the envivonment.
_Actuators _perform physical actions.

| IoT enables Machine - to - Machine (M.QM) communieation.,
| Cloud Comf’“ff!? stores and _processes ToT data.
,_Edge cmpuﬂng
| Fog computing works between edge devices and. the cloud.
| MQTT is the most Fopufar IoT
| MQTT bfoiiow.s the Publish- Subscribe model.

| MQTT uses TCP.

| CoAP is de:-sigmd ;or constrained Tol devices.
| CoAP uses UDP.

| HTTP foﬂ.ow.s the Refiue.sf-Re.siponse model .

| HTTPS is the secure version oi HTTP.

| REST API s ww!'rig used in ToT.

|| JSON is the most common IToT data Bﬁnma.ﬁ
|| XML is another IoT data a'brmaf

| RFID stands lfor Radio erc;uem:ar Idenﬂfcmﬁon
| NFC stands far Near Field Communication.

| NFC »
| Bluetooth is a .sha‘rf-rang
| BLE means Bluetooth Low Energg
__ZEgBe.e uses TEEE 802.15.%4.

. Wi-F¢
. LoRaWAN _ provides fong-
| NB-IoT is a cellulaxr IToT ﬁechna!ogg.
| LTE=M suppo-rﬁ
| IPv4 uses 32-bit addresses.

| TPvé6 uses 128-bit addresses.

| IPvé .su:pp_o_rﬂ billions of ToT devices.

MAC Address wuguelj{ identifies o network interface .
| IP Addvess cdzn!:r,;w.s a device on a network.

.\ DNS  converts domain names into IP addresses.

. |L.DHCP auiomﬁcai%; assigns IP addresses.
Ga.iewag connects  ToT cizwme.s to the Internet.
 Router

| Hub
|| Firewall
._.Encxgpﬁan secures JToT dota.

ILAES is a 5gmme£nc ngﬁm a[é-ar

LRSA is an a.sgmme.&rcc enc.rg‘pfm alﬁanfhm.
.|| SSL/TLS provides secure communication .

|| Authentication U‘G‘ﬂ{tﬂ .r.'afznﬁfg

I Auﬂwvmaon

Mai'wm includes viruses , woerms and

INTERNET OF THINGS (ToT).
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TOP 400 ONE-LINE FACTS

"f Th;.ng.s :

h the Tnternet .

processes data. near the source.

"w&mfu? Praﬁowf ’

e is oabout 10 cm.
e wireless iesﬁnofagg

TEEE 302.11.
range communication .

wses

mobile ToT devices.

gormrds packets between netweorks.
Switch fbrwm-ds, fmme.s u.smﬁ MAC addresses.
broadcasts data to all Pm-ﬁs.

P‘rotacf.s a. network from attacks .

37«&:136 access r his .
Coné:.den&aluéar Iniegn.ég Amt!abt&fg
Tr?fam
Ransomware. ngﬁs fu‘u for ransom.

..P}u,shm? steals usernames and. posswords.

51,
52.
53,
54,
55.
56.
57,
58.
59,
60.
61,
62.
63.
64.
65.
66.
67.
68.
69.
70.
.
72.
73.
74,
75,
76.
71.
78.
74.
80.
81.
82.
83,
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85.
86.
87.
88,
84.
90,
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‘ Date :__/__/__ J

Miral is a fa.maus IoT bofnef E —
Smart Home (s a commen IoT apr&mfwn o
Smart
Smart

Smart

Ciic? improves urban sevvices. -
Agrimiﬁurf. monitors crops. 2
Healthcare enables remote ‘paﬁmﬁ mmf"""ﬁ
Smart Grid manages efecﬁvﬁciﬁg eﬁ‘“”""ﬂg

Smart Meter records energy con.sum?oi’cbﬂ.
TIndustrial ToT is called IIoT.

Ina’.wsﬂrg 4.0 (s bosed on automation and ToT.
Wearable devices ave ToT devices.

Smart Watch is an ToT device.

Ten?emfure Sensor measures temperature .
Hmidifg
Pressure. Sensor measures pressure.
Motion Sensor detects movement.
Proximifat{ Sensor detects nem'bg o!afecis.
Gas  Sensor  detects
Ltghf Sensor measures &g}zf mfensafg

accelevation .

Sensor measures moisture .

QLSES .

Accelexometer measures
Ggm&wpe measures anguﬂax ve&még

GPS Pmcdes location i

Arduino s a popular nuc.roconiméi’zr board .
Ra.s‘pbs'rrg Piis a smgie - board wnf:ufe-r
ESP8A66 has built-in Wi-Fi.

ESP32 .5uﬁpor'f5 Wi-Fi and Bluetooth.

Ba&&r{y &.ﬂ’e is eretical far ToT devices.

Low power consumption is an tmfwrfanf IoT féa.ﬁum
Real - time momfarmg s a mtblar admn&zgc 05 ToT.
Predictive maintenance reduces equipment fim.[ure.s
.Dcl'giiai Twin is a virtual model “*}; a Pfy.sml o{:fecf.
AT EmFroves IoT decf&t.'on-ma.h'ng.

Machine f.ea.ming analgzss IoT data.

‘B‘ﬁ Data s gene.ra.fed bg ToT devices.

Data Ana.%fm.s extracts useguf nfbrma.fwn
Sca.fab:.&i‘y (s essential f"" ToT .5éz.sfam.s
I—ntempemb:&%r means devices can work fogefker
Secm-itg is the btggesf ckaﬁenge in ToT.

Pr:vacg is another major concern.

ToT reduces manual work.

ToT increases aufomation.

IoT improves eﬁ{c{encg.

IDT emzH.es Nmofe control .

ToT reduces oFerattbm{ cost .

ToT .suﬁ:vo'rf.s real-time decision

AWS ToT is Amazon’s ToT prafform

Microsoft Azure ToT is Mfcro.sa#'s ToT F{atfam.
Googfe Cloud IoT supports Tol applications.

IBM Watson Tol s an enf&rprﬁ.se IaT !p!a.?onn
ingsBoard s an open - source ToT Pla.l‘{i:rrm
ToT Data Flow: Sensors — Network — Proce.s.sing

_(Edﬁe/ﬁoud) — APFfica.ﬁbn — Acfu.afor/u.sev_

:——-.Stud.a Smart ¥r Work Hoxd ¥t Achieve Success —



